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Abstract Currently, there is a disparity in the avail-
ability of doctors between urban and rural areas of
developing countries. Most experienced doctors and
specialists, as well as advanced diagnostic technologies,
are available in urban areas. People living in rural areas
have less or sometimes even no access to affordable
healthcare facilities. Increasing the number of doctors
and charitable medical hospitals or deploying advanced
medical technologies in these areas might not be eco-
nomically feasible, especially in developing countries.
We need to mobilize science and technology to master
this complex, large scale problem in an objective, log-
ical, and professional way. This can only be achieved
with a collaborative effort where a team of experts
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works on both technical and non-technical aspects of
this health care divide. In this paper we use a systems
engineering framework to discuss hospital networks
which might be solution for the problem. We argue that
with the advancement in communication and network-
ing technologies, economically middle class people and
even some rural poor have access to internet and
mobile communication systems. Thus, Hospital Digital
Networking Technologies (HDNT), such as telemedi-
cine, can be developed to utilize internet, mobile and
satellite communication systems to connect primitive
rural healthcare centers to well advanced modern ur-
ban setups and thereby provide better consultation
and diagnostic care to the needy people. This paper
describes requirements and limitations of the HDNTs.
It also presents the features of telemedicine, the imple-
mentation issues and the application of wireless tech-
nologies in the field of medical networking.

Keywords Systems engineering - Hospital Digital
Networking Technologies - Health care divide -
Wireless technology

Introduction

The term hospital network describes a group of hos-
pitals that work together in order to coordinate and
deliver a broad spectrum of services to the community
[1, 2]. A health care system comprises of two or more
hospitals owned, sponsored, or contract managed by
central organizations. Most of these health care sys-
tems follow allopathic or modern medicine (Western
medicine) [3]. Furthermore, there is a variety of other
healthcare practices available these days [4] and people
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follow either one, or a combination, of these practices
for a healthy living.

There are also personalized health care medical
practices [5, 6] in operation today that are designed to
treat individuals based on their specific genetic code.
This is done in order to provide a tailored approach to
treating the ailments of patients. These practices use
preventive, diagnostic, and therapeutic interventions
that are based on genetic tests and family history in-
formation. The goal of personalized health care is to
improve the overall health of the population.

Thus, healthcare to people, living in both urban and
rural areas, should be appropriately and effectively
delivered using at least either western or alternative
practices. Such an efficient health care delivery system
requires the use of digital networking technologies for
connecting the urban and rural areas and the vari-
ous hospitals and diagnostic centers around the globe.
These networking technologies, which are used in hos-
pital setups, are called Hospital Digital Networking
Technologies (HDNT). They can prove to be very
efficient in providing healthcare services to even the
remotest part of the world.

For example, Aanestad and Hanseth introduced new
non-desktop technologies into a complex medical work
practice (surgery). Using actor-networking technology,
they argue that conceptualizing the process as cultivat-
ing the hybrid collective of humans and non-humans,
technologies and non-technologies is a suitable and
useful approach. Following their line of thought, this
concept may capture the open ended and emergent
nature of the process and indicate the suitability of an
environmental approach [7].

Other research work focused on the design of the
so called ECHONET (EchoCardiographic Healthcare
Online Networking Expertise in Tasmania) system—a
telemedicine system developed by CSIRO (Common-
wealth Scientific Industrial Research Organisation)
Australia. It aims to facilitate the sharing of expertise
and services between the Intensive Care Units of a ma-
jor tertiary hospital and a remote hospital in Tasmania,
Australia. The baseline study, which was conducted
alongside this project, was used to evaluate the ways
in which the Action Research approach influenced the
project directions and its success. This gave valuable
information to the project team; it provided the basis
improve the system such that the clinicians’ needs are
more adequately met [8].

Research and development moves ahead and there is
even a perception in modern society that technology
is a solution for all problems. However, this conclusion
is not quite correct. Technology, not properly designed,
tested and integrated into an organization or business
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does not serve its purpose. Therefore, there is an urgent
need to ensure that the HDNTs developed for hospitals
are designed according to the needs of the stake holders
of the system [9, Chapter 16].

The primary aim of this paper is to give a basic in-
sight into the ways in which the computer and commu-
nication technologies can be used to connect medical
facilities centered in urban areas to the majority of
people who still live in rural areas. We tackle the health
care divide problem with a systems approach [10].
Thereby, we follow the ideas of Ramo and St.Clair,
who asked such provocative questions like: “If we can
record the heartbeat of an astronaut ten thousand miles
above the earth, then why can we not readily provide
superb medical monitoring for the bed patients of our
hospitals?” [11]. Questions like these form the anchor
point for their discussion on systems thought. The
argument is that there is no perfect solution for large
scale problems; however there are multiple optimal so-
lutions. The multitude of optimal solutions arises from
the fact that a multitude of system properties can be
measured in different ways. The first step to overcome
this problem is to gather information about the problem
itself, the environment the system has to operate in and
current technical solutions. This information enables
us to state the goals of the system. A second step
outlines concrete properties which enable the system
to meet these goals and it proposes measures and mea-
surement guidelines. These measures, which are taken
according to the measurement guidelines, indicate to
which level the properties were archived. Having such
a list of properties and measures enables a group of
technologists to implement the system. This implemen-
tation must pass various tests. These tests must be de-
signed such that they establish trust in the implemented
system.

In general, the systems thought in the area of engi-
neering leads to the systems engineering methodology.
This methodology ensures that the correct technical
tasks get done during development through planning,
tracking, and coordinating [12]. The system design
steps, outlined in the previous paragraph, are not iso-
lated from each other. The way in which these steps
are related to one another depends on the individual
systems engineering methodology, which was adopted
for the design. For example, the National Aeronautics
and Space Administration (NASA) systems engineer-
ing handbook [13] outlines sophisticated checks and
balances which govern the information flow between
the individual steps and the transition from one step to
another.

The structure of this paper reflects the systems engi-
neering methodology, which lies at the center of this
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work. Before a technological solution, i.e. a HDNT
system can be discussed, it is necessary to understand
both the nature of the problem and the environment
in which a system, which solves the problem, must
operate. Both points are covered in the requirements
analysis presented in Section “Requirements and speci-
fication”. This section states also the goals for the
proposed HDNT system. Section “Implementation”
moves the argument on to implementation aspects
of HDNT systems. In this section we make the case
for wireless networks in the area of health care.
Both requirements and implementation are discussed
in Section “Discussion”. The paper concludes with
Section “Conclusions”.

Requirements and specification

This section documents the results of the require-
ments analysis for the HDNT design. This requirements
analysis starts with understanding the background of
the problem. Therefore, Section “Health care systems”
discusses different health care systems. The data, which
manifests our primary problem of the health care di-
vide, is analyzed in Section “Data analysis”. Based on
the data analysis results, we make the case for the need
of medical networking in Section “The need for medical
networking”. The limitations of current HDNT tech-
nologies and the security issues involved with it are pre-
sented in Sections “Current limitations of HDNT” and
“Security in medical networks”, respectively. Based on
both data analysis results and current limitations, we
formulate the requirements of HDNT system in Section
“Requirements of Hospital Digital Networking Tech-
nologies (HDNT) . The goals, stated in Section “Goals
of an HDNT ”, provide a more abstract interpretation
of these requirements. Finally, Section “Specification
refinement” refines the requirements into a system
specification.

Health care systems

Some alternative health care systems are in fact tradi-
tional medical systems, which, in the early twentieth
century, were considered incomprehensible, cryptic
and masked in mysticism. These systems are now
gaining acceptability all over the world as alterna-
tive lines of treatment. Some of these systems are
also being integrated into mainstream health care sys-
tems as complementary systems. The list below sets
western medicine alongside a few very popular and
widely followed traditional systems of medicine which

were practiced before the advent of modern medical
practices.

1. Western Medicine: Western medicine stands in the
Greek tradition. However, by using modern sci-
entific biomedical research it has risen above its
herbalist traditions [14]. Western medicine follows
strict clinical practice where doctors personally as-
sess patients in order to diagnose, treat and prevent
disease.

2. Ayurveda: Ayurveda or ayurvedic medicine is an
ancient Indian system of health care. Its origins are
traced to around 1200BC. It is native to the Indian
subcontinent and it is commonly used in neighbor-
ing countries like Nepal and Srilanka. Ayurveda,
literally means the science of life, it aims at healing
the individual as a whole, instead of merely at the
molecular level. Ayurveda is a holistic sys-
tem of medicine which promotes healthy liv-
ing along with therapeutic measures that relate
to physical, mental, spiritual and social harmony
[15, 16].

3. Siddha: is a form of south Indian traditional medi-
cine and it is one among the trio of Indian med-
ical systems - Ayurveda, Siddha and Unani. It is
believed to be the oldest medical system on earth.
The human body is considered to be a conglom-
eration of three humors, seven types of body tis-
sues and waste products. This system is believed
to have been invented by ‘Siddhars’, the ancient
supernatural saints of India who in turn received
this knowledge from lord Shiva, the Hindu God
[17-19].

4. Unani: Unani medicine (originated in Greece dur-
ing 460-377BC) is based on the theory of four
bodily fluids or humors, with each humor leading
to a specific temperament in a human being. The
four humors are phlegm, blood, yellow bile and
black bile. The term Unani is used to refer to
Graeco-Arabic medical system which is based on
the teachings of Hippocrates, Galen and Avicenna
(Hakim Ibn Sina) [19-21].

5. Naturopathy: is a system of medicine which empha-
sizes the ability of the body to heal and maintain
itself. Naturopathic practitioners prefer to avoid
the use of invasive surgery or synthetic drugs and
prefer to use natural remedies like herbs and fruits.
Thus, it is based on the practice of applying simple
laws of nature to cure diseases. Breathing exer-
cises which induce relaxation and well being and
meditation are used to promote positive health and
well-being. These are also helpful in assisting the
body to overcome certain illnesses [22, 23].
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6. Homeopathy: Homeopathy lays emphasis on
strengthening the immune system. Homeopathic
practitioners contend that an ill person can be
treated using a substance that can produce, in
a healthy person, symptoms similar to those of
the illness. Homeopathy was conceived by Samuel
Hahnemann in the early years of the nineteenth
century. It quickly became popular in Europe
and America. Its popularity in these countries has
declined with the advent of modern medical prac-
tices based on allopathy. However, it has a large
following in India offering degrees in homeopathic
medicine [24, 25].

Data analysis

The number of doctors available per one thousand
people can serve as a quality measure of health care
services, which are available to the people of a country.
For example, in the USA this figure is 2.6 doctors for
every 1000 people. This figure is a respectable 2.31 in
the UK and drops to 0.28 in a developing country like
Bangladesh. The world average is 1.31 doctors for every
thousand people. Table 1 details the approximate avail-
ability of doctors per 1000 people in developed and de-
veloping countries. Migration of trained doctors from
developing to developed countries is further lowering
the availability of doctors to the general population in
the former.

In addition, it is observed that there is disparity in
the availability of doctors in urban and rural areas in
developing countries. For analysis purposes, consider
the situation in India. About 72% of doctors work
in urban areas, serving about 30% of the population.
The remaining 70% of the population is served by
the remaining 28% of doctors. Thus, while world class
health care is available to a few wealthy citizens in
urban centers, the rural poor are deprived of even
elementary health care. Such a situation exists in almost
all developing countries.

Table 1 Approximate availability of doctors per 1000 people in
developed and developing countries

Country Number of doctors
per 1000 population

USA 2.6

UK 2.31

China 1.1

India 0.61

Bangladesh 0.28

World average 1.3
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The need for medical networking

There are a number of charitable hospitals provid-
ing free medical treatment to the patients in devel-
oping countries. The Sai Medical Institutions, run by
Sri Satya Sai Baba group in Bangalore [26], and the
Anmrita Institute of Medical Sciences, run by the Mata
Amritaanandamayi group in Kochi [8], are a few ex-
amples of such hospitals in India. Though, there are
many other similar institutions, they are far fewer in
number, given the size and population of a country
like India. While the government must encourage the
initial setup up of charitable hospitals, which can make
the cost of health care affordable to the common man
of modest means, this alone will not solve the prob-
lem. A technological solution, which can bridge the
gap between people living in remote areas and the
specialist doctors practicing in big cities, is needed.
To address this issue, the concept of telemedicine was
developed. It is a rapidly developing technology where
patient information is transferred between a network
of hospitals and diagnostic centers via communica-
tion and networking technologies for the purpose of
consultation, treatment decision making, and some-
times even to assist in remote medical procedures or
examinations.

Current limitations of HDNT

Currently, there are certain limitations in both avail-
ability and implementation of networking technologies
in the medical field. Some of these are listed below.

1. Improper network design and implementation.

2. No fool proof protection against misuse of medical
records.

3. Use of pirated software.

4. Lack of training of personnel which prevents the
tool from being utilized properly.

5. If we study the history of science and technology,
we will find that the basic axioms of mathematics
have not changed while newer and newer branches
of mathematics have opened up. In other sciences
like physics, more general and complete theories
have replaced earlier ones. For example, the theory
of relativity includes Newtonian mechanics as a
special case. Similar developments have occurred
in medical as well as in computer and communi-
cation science. As a result of these developments,
new instruments are constantly being developed,
data/video formats and hardware specifications are
also undergoing constant change. Some of these
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have to be upgraded / changed every two or three
years. Most of the software supplied, which is for
any application (not necessarily medical network-
ing) is in operation for a few years. Afterwards,
there is a need to upgrade to a new version, maybe
upgrade to a new operating system which may be
designed for a new hardware architecture. In this
case, the hospital may have to upgrade the hard-
ware as well.

6. The formulations used in the allopathic system
of medicine are developed after a great deal of
study and the execution of extensive clinical tri-
als. However, a lack of standardization is seen in
medicines prescribed by practitioners of alternative
medical systems. The medicines prescribed by their
text books should be identified and analyzed. The
medicines and treatment protocols should be put
through clinical tests before releasing them into the
market. A great deal of research work is under way
in this field to standardize these medical formula-
tions. However, more work is required before the
public can repose the same degree of confidence
in these formulations as they do in the case of
standard allopathic medicines.

Security in medical networks

When it comes to using modern technologies, such as
HDNT, there are a variety of risks involved. Currently,
the biggest risk comes from the fact that it is difficult to
ensure information security over the internet. Hence,
the design and implementation of information secu-
rity is an important parameter in medical networking
systems. Designing secure systems involves the right
knowledge of hardware, operating system, communi-
cation path, type of information to be transferred and
the protocols that handle information transfer. In the
United States, any kind of medical data transfer via
a computer network requires that Health Insurance
Portability and Accountability Act (HIPAA) [27, 28]
compliance is ensured. Further, the ANSI X.12 [29]
standard must be followed as well. The design of the
medical networking system should focus on specific
security issues concerning both application and com-
munication security.

Furthermore, the internet is an open medium which
is accessible to everyone and the availability of online
questions and answers might tempt people to resort to
self medication, which is not a good practice. Hence,
proper protocols should be framed to ensure the re-
liability of the health-related data that is published
on the internet. Furthermore, the public should be

well informed about the problems arising out of self
medication.

Requirements of Hospital Digital Networking
Technologies (HDNT)

The typical hospital is a large complex of people,
equipment, material, and information flow. Business,
logistics, accounting, and medical test data are moving
about. Training and treatment coexist. Patients, interns,
doctors, nurses, visitors, accountants, orderlies, medi-
cines, towels, and X-ray machines weave in and out of
a busy mountain of activity. Exceedingly sophisticated
activity is intermixed with the many specialized and
mundane aspects of keeping a facility involving many
people and things going smoothly. To aid this activity a
number of technological innovations are taking place in
the medical domain. Novel and sophisticated diagnostic
instruments are being designed, methods of diagnosis
are changing (non invasive diagnosis tools are gaining
popularity), doctors are seeking second opinions from
their peers over the internet and online communication
between the same groups of hospitals across the globe
is taking place. There are a variety of networking strate-
gies available to design a medical network. In order
to help the readers understand and better visualize
the features, requirements and limitations of medical
networks in general, one of the many available net-
work architectures has been illustrated and described
in this section. In this medical networking architecture,
remote data transfer has been achieved using geosta-
tionary satellites. It is felt that connecting hospitals,
doctors and patients across the globe between countries
can be efficiently done using single hop satellite links
using either the X band (9-12 GHz) or the Ku band
(12-18 GHz). A block diagram of a medical network-
ing architecture employing satellite communication is
shown in Fig. 1.

Figure 2 illustrates the high level view of the ar-
chitecture of a medical networking system where sev-
eral hospitals are connected to the central monitoring
or control system using wired or wireless technology.
The system comprises of repeaters, gateways and hubs
which facilitate connectivity through the network. This
architecture can be used to develop an efficient medical
network.

Goals of an HDNT

The following list indicates some of the key require-
ments of an effective medical networking system.
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Fig. 1 Overview of medical -
networking through Geo satellite (X’
geostationary satellite Ku Band)
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Fig. 2 High level view of the
medical network architecture
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1. Evidence based management practices should be
followed.

2. An international standard that codifies the various
interactions between the various modules of the
networking system. This should be evolved by
a joint group consisting of representatives from
various governments, medical personnel, hospital
administrators, instrument/software vendors, and
networking and communication specialists.

3. This technology should enable physicians to diag-
nose patients at remote locations and seek a second
opinion from other specialists if needed.

Specification refinement

As highlighted in the previous section, there is a notable
discrepancy in the health care services available for the
rural poor and for the urban people. This discrepancy is
going to remain in place for the foreseeable future and
cannot be set right easily. However, modern computer
and communication technologies together with modern
management practices can be leveraged to address this
problem. Therefore, there is a need for networking
these technologies to address to a large measure, the
lack of medical facilities which is a reality in most
parts of the developing world. The number of patients,
kinds of illnesses to be treated, training, examinations,
business and test data, and visitor handling would be
estimated and listed. What the hospitals have to do and
what equipment and installations they should possess
would be set down carefully. Flow diagrams would be
set up to show the movement of people physicians,
nurses, clerical staff, patients, and others and the type
and flow of information and of items like clinical pa-
tient records, medicines, X-ray films, food, etc. New
technology affecting medical care would be consid-
ered. Comparative, economic, and performance analy-
ses would be made of alternative ways of treating
patients, location of ambulatory and acute care facili-
ties, layout of the hospital and of modes of operation.
The information required and the functions of all the
people would be carefully examined.

At the very high end, this system should possess the
following properties:

1. An efficient method to extract raw data from
the hub.

2. The capability to efficiently handle the Structured
Query Language (SQL) queries in the database.

3. An efficient and user friendly Graphical User
Interface (GUI) implementation.

4. A medical network protocol which specifies the in-
terconnectivity of various modules in the network.

Implementation

In this section we review some of the techniques used
in HDNT implementations. To do this, we discuss
the features of telemedicine first. These features are
drawn from telemedicine systems which are in exis-
tence. These existing systems provide also the basis
for Section “Implementation issues in telemedicine”,
where we discuss implementation issues. After that,
we enter into the area of wireless networking. Section
“Applications of wireless technology in medical net-
working” makes the case for wireless networking tech-
nology in the area of telemedicine. Next, we outline
different wireless technologies before we discuss the
types of wireless networks. The last section reviews
some applications of wireless technology in the health
care sector.

Features of telemedicine

In the last few years, the popularity of mobile phones
in virtually every country has increased many folds.
Broad band connectivity, radio and television services
are now available to middle class citizens in developing
countries. Thus, these wired and wireless based tech-
nologies can be used to bridge the gap in the provision
of medical services to people of all categories. Such a
service should have the following minimum features.

1. TItshould provide basic information about the avail-
ability of doctors, nursing homes, tertiary care
hospitals, blood banks, diagnostic laboratories and
various health care service providers.

2. It should provide secure on-line counseling to assist
people to cope with anxiety and stress. The services
of trained HIV / AIDS counselors can also be made
available through this service.

3. Virtual physical examination of patient through
video-conferencing—a process of patient consul-
tation through broad band network to provide
medical data—should be evolved. This can involve
transmission of video, audio, still or live images
between the patient and the physician for use in
diagnosis and evolution of a treatment plan. This
service can originate from Primary Health Centers
(PHC), Community Health Centers (CHS) or des-
ignated area hospitals.
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4. Once a remote patient monitoring is facilitated, the
medical data can be sent to a central control center
for interpretation by medical experts. Both results
and diagnosis can then be conveyed back to the
patient.

5. Anonline Frequently Asked Questions (FAQ) sec-
tion on diseases and the best known methods of
prevention must be set up. Prevention is better
than cure.

6. An online patient database should be maintained
by the system, which contains data like date of
birth, finger prints (for security purposes) and his or
her past medical history. However, security should
be provided for database access and usage so that it
can be accessed only by authorized personnel. For
example the availability of an online database will
be useful in monitoring the progress of pregnancy.
The health of children as they grow up can also be
remotely monitored.

7. The health of people suffering from chronic dis-
eases can be monitored and they can be regularly
called to the central hospital for treatment if nec-
essary. This system will also help the authorities
in ensuring that events like birth and death are
registered.

Thus, this branch of technology, which employs
telecommunication and medical electronics as tools, is
becoming increasingly popular in many countries as
a platform for bringing affordable and good quality
medical care to common people. It bridges the rural-
urban health care divide. Developing countries are in
the process of adopting this system. The system can be
designed such that the charges levied on the patient are
affordable.

Implementation issues in telemedicine

The vision of such telemedicine based online collabo-
ration systems using multiple information technology
tools and covering a wide variety of consumer and man-
agement healthcare topics is unfolding very rapidly.
The key concepts of integration, transparency, and
quality should shape these systems. Very soon, patients,
physicians and hospital administrators will be sharing
information, expectations, challenges and collaborative
solutions using these tools. Some of these systems have
already percolated down to the big hospitals. Certain
technical and cultural challenges delaying the adoption
of telemedicine and Information Technology (IT) in
health care services are listed below.

1. Systems integration remains a key underserved
area of healthcare IT. In the absence of a world-
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wide standard, many piecemeal solutions and
standalone systems exist. These different solutions
have not been designed to communicate with each
other. This can make health care system integration
a challenging task. Thus, the lack of standardization
in the representation of health care data and the
lack of interoperability between different products
has been a dampener in the adoption of these
systems.

Generally, integration methods vary from best
to worst: point-to-point, Application Programming
Interface (API), message-level (HL7) and batch in-
terfaces. This challenge will continue as healthcare
providers look to share more information within
multi-facility healthcare systems as well as with
external providers.

There are lots of products for specific tasks but
there is still a need for integrated solutions with
a standardized information exchange (HL7). In
dedicated institutions like, rehabilitation hospitals,
there is a need for integrated solutions merging
documentation, therapy planning, accounting, etc.
Interoperability is going to be the key feature which
enables us to move forward. Monolithic products,
which were extensively used in the past decade,
will not survive because they are too expensive
and hard to implement. Healthcare providers will
probably go back to a model similar to “best of
breed” where they will buy the best ICU tool,
emergency department tool, theatre package etc
to meet their needs. These tools will have to be
designed to communicate with each other.

A few companies have developed software for
hospitals that are linked to few diagnostic cen-
ters. Often this software is designed poorly. For
instance, diagnostic centers may send the informa-
tion to their network hospital, but this information
does not reach the respective hospital. Hence, ac-
knowledgement based failsafe medical networking
is lacking in most of the existing software used in
developed or developing nation’s hospitals.

When a hospital merges with another hospital, then
software integration is a big hurdle, mainly because
of freelance implementations of software tools by
different vendors in different hospitals.

The budget earmarked for adoption of IT network-
ing tools is usually small and hence upgrading the
medical networking system is often difficult.
Identity management: healthcare providers and
healthcare consumers must be assured that that
identity information that is collected and col-
lated will be controlled and secured within policy
guidelines, like Health Information Portability and
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Accountability Act (HIPAA). A lot of effort must
be taken to ensure that these safeguards are put
into place. This is an area of opportunity to medical
networking service providers.

9. In some countries, cultural and legal issues limits
technology adoption. In such cases, it is hoped
that the passage of time will remove prejudices
associated with the adoption of medical network-
ing technology. It is expected that attitudes will
change over a period of time and all stake holders
in this system will be able to work together for
mutual benefit. Thus, it may only be a matter of
time before doctors, patients and other health care
professionals, located anywhere across the globe,
can sit down at a virtual table and talk to each
other.

Applications of wireless technology in medical
networking

In recent years, the rapid growth of portable electronics
and wireless technologies has transformed healthcare
policies and it fundamentally shifted the responsibility
for healthcare back to the patient, especially for long
term chronic diseases. Wireless communication is al-
ways a fascination for the medical community through
its ability to remove cables, which hinder patient mo-
bility, from health monitoring equipments. Integrating
mobile computing, medical sensors, instrumentations
and wireless communication technologies with ultra-
low power electronics further enable the creation of
a new generation of highly mobile, personal health-
care devices which can effectively support e-health and
m-health applications by providing extremely flexible
vital-sign monitoring systems with powerful mobile
communicating systems.

As we know, rural areas might have very little med-
ical supervision available. In situations, where patients
are required constant supervision, for example a car-
diac condition at mediocre risk level, the patient would
find it highly cost-effective as the patient saves on
hospital bills if patients could return and bring home a

portable hand-held electrocardiogram (ECG) monitor
and take regular measurements of his/her ECG signal.
The data could then be transferred to the hospital
using wireless technology. For example, the popular
Bluetooth technology can be used to transfer ECG
signals from a small device to a PC anywhere in the
household, or through a cell phone, which transmits
the data through the internet to the hospital network.
Other examples of such usages also include blood glu-
cose measurements and hormonal level control. The
following sections briefly highlight the different types
of wireless networks, the popular wireless technolo-
gies and the current limitations in the usage of these
technologies in the medical field.

Wireless Wide Area Network (WWAN)

Wireless Wide Area Networks are wirelessly computer
networks that span across very large geographical ar-
eas, like cities and countries. WWAN uses standard-
ized mobile telecommunication technologies such as
WIMAX (UMTS, GPRS, CDMA2000, GSM, HSDPA
or 3G and 4G) to achieve coverage and data transfer
capability. Table 2 details the evolution of WWANSs
and Table 3 provides a comparison of various WWAN

types.

Wireless Metropolitan Area Network (WMAN)

WMANSs are large networks that usually connect a
number of buildings within a city. Technologies like
ATM, FDDI, and SMDS are used in WMAN:S.

Wireless Personal Area Network (WPAN)

Wireless personal area networks are personal networks
for interconnecting devices centered on an individual
person’s workspace. IEEE 802.15 is the 15th working
group of the Institute of Electrical and Electronic Engi-
neers (IEEE) 802 standard which specializes in WPAN
standards. It includes six task groups numbered from 1

Table 2 Evolution of wireless

‘ Organi. 1992 1994 1998 2002 2004 2006 2007 2008 2009
wide area network
3GPP GSM UMTS HSDPA HSUPA LTE
3GPP2 CDMA IS95A 1X EVDO EVDO EVDO UMB
rev A rev B
IEEE  WiFI 802.11 b/g 802.16 d 802.16e 802.16m
WiMAX WIiMAX
802.20
MBWA
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Table 3k Wireles§ wide area Standard Maximum Average Medical application
network comparisons GRPS 114 Kbps 35 Kbps Text based (browser):
CDMA 1X 153 Kbps 60Kbps — Text message dispatching
— Patient database query
EDGE 384 Kbps 115Kbps Above plus:
—Basic video;
—Biometric data (constrained);
—Reports;
—Internet.
UMTS 14 Mbps 256 Kbps All the above plus:
EV-DO 144 Kbps—2.4 Mbps 400 Kbps — Images;
- Video (buffert);
HSPA (D/U) 14.4 Mbps 1.0 Mbps — Remote control.
WiMAX 70 Mbps 4.0 Mbps All the above plus:
(coverage — Biometric data;
up to 50 km) — Full motion video;
LTE (Long 300 Mbps 50 Mbps — Multimedial;
term evolution) (coverage travelling at — Remote camera viewing;
up to 100 km) 110 km/h (Tested) — Remote control.
802.11g 56 Mbps 14.4 Mbps/

to 6. There are three possible types of topologies for the
WPAN networks as shown in Fig. 3.

Wireless Local Area Network (WLAN)

The wireless LANs connect devices located within a
limited area. The latest WLAN technology uses spread
spectrum access methods and Orthogonal Frequency-
Division Multiplexing (OFDM) modulation for com-
munication. The WLAN can be a peer-to-peer network
where the devices directly communicate with each
other or it can be a bridge network wherein a wireless

Fig. 3 Network architectures.
a Star network. b Mesh
network. ¢ Cluster tree
network. d Legend

@ Springer

bridge allows the connection of devices on a wired
Ethernet network to a wireless network.

Wireless Body Area Network (WBAN)

A WBAN is a linking of several intercommunicating
sensors that are either worn by the patient or implanted
onto the patient for continuous monitoring of vital body
signs. These sensors then transmit the collected data

to a base station which further transmits the data to a
hospital or the clinic.

(b)

@ — PAN coordinator

o — End device
(d)

___ Full function device
with router function
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Wireless technologies

A few of the popular wireless technologies that find
application in the medical field are addressed below.

Bluetooth technology is a WPAN standard. Blue-
tooth keeps its transmission power to an extremely
low, usually in the order of 1 milliwatt, and it is ideal
for mobile battery operated devices [30]. Bluetooth
devices can automatically detect and communicate with
other Bluetooth devices. This is very useful for patients,
because they can save the hassle from following neces-
sary procedures before sending their physiological in-
formation to their doctors. Bluetooth-capable medical
devices can transmit data to other medical devices not
within sight of the patient, up to a radius distance of
10 m. Sophisticated protocols ensure that Bluetooth
devices experience the least amount of interference
from other Bluetooth capable devices while commu-
nicating with each other. The protocols control the
amount of data that will be sent, the type of commu-
nication between the devices and the radio frequency
or frequencies used for communication. However, it is
not designed for bulk data transfer, Wi-Fi would be a
better alternative. Furthermore, Bluetooth can connect
several devices together to form larger networks called
piconet, and several piconets could be formed to con-
nect a wide range of medical devices. In such piconets
possible interferences are minimal because the con-
nected devices change their transmission frequencies
1600 times for every second [31]. Power efficiency and
security are two conflicting requirements. Therefore,
Bluetooth technology does not focus on security. For
example, prior to Bluetooth 2.1, encryption is not re-
quired and can be turned off at any time. Moreover, the
encryption key, defined by the standard, is only good
for approximately 23.5 hours; using a single encryption
key longer than this time allows simple XOR attacks to
retrieve the encryption key.

Wireless and ultra-low power technologies continue
to evolve very rapidly. The CSR (Cambridge Silicon
Radio) has demonstrated a Ultra-Low Power (ULP)
Bluetooth silicon targeted at medical applications.
ULP Bluetooth consumes 10 times less power than
standard Bluetooth when connected and it achieves a
packet data rate which is about 50 times faster than
that of standard Bluetooth, implying that the devices
consume as little as 1/50th of the power.

Another wireless technological standard, which is
cheaper and simpler than Bluetooth, is ZigBee. It is
a low-cost, low-power, wireless mesh networking stan-
dard based on the IEEE 802.15.4 standard for WPAN:Ss.
The ZigBee technology has been used in a Home In-
tegrated Health Monitor (HIHM) to transmit several

vital signs of the patient, such as ECG, blood pressure,
blood glucose, and ear temperature, to a healthcare
center [32]. Compared with Bluetooth, ZigBee security,
which is based on a 128-bit AES (Advanced Encryption
Standard) algorithm, is allways enabled.

Wi-Fi or Wireless Fidelity describes wireless answers
that conform to the IEEE 802.11 standards [33]. These
standards operate fundamentally on radio waves with
a range up to 300 m. The technology actually is an
extension of the wired Ethernet with almost the same
principles as its wired counterpart, aiming to provide
users with identical high speed and reliable connections
to the internet. For IEEE 802.11 comes with a choice
between no security, Wired Equivalent Privacy (WEP)
security and Wi-Fi Protected Access (WPA). For HD-
NTs no security is not an option. But also the WEP
algorithm is not anymore secure [34], therefore WPA
is the only sensible choice for HDNTs.

Ultra Wideband (UWB) systems transmit across a
much wider frequency range (> 500 MHz) than con-
ventional systems and hence are used for short-range
high-bandwidth communications. UWB has many ap-
plications in the medical field especially in the areas of
imaging, patient motion monitoring, vital signs mon-
itoring etc [35, 36]. UWB systems have an inherited
security advantage, because the signal is transmitted
within the noise floor. That means, it is extremely
difficult to detect the presence of the UWB signal.
Apart from this general advantage, the security of
UWB signals depends on the particular encryption
standard used.

The salient features of the different wireless network
modes are shown in Table 4.

With the emergence of wireless communication stan-
dards, all newly created wireless medical devices are
moving away from proprietary wireless solutions and
adopting standard wireless communication technology.
In general adopting international wireless communica-
tion standards presents the following advantages:

— Greater economy of scale, cost savings, smaller in
size and higher reliability through high levels of
electronic integration.

— More powerful, robust radio systems with higher
communication security which are enabled by low
cost microprocessor intelligence.

— Reduced interference in protected medical fre-
quency bands.

— High interoperability between devices.

Applications in the healthcare sector

Wireless technology has been successfully deployed in
a wide range of areas within the healthcare sector,
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T?ble 4 Features of different Type IEEE Data & Q& Protocol Network Network

:;’:;ifslsengevzzr;?:?ﬁ;’oﬁz standard throughput stack size range join time

relating to battery t;]pes: Bluetooth  802.15.1, Mbps N Y Y 250Kbytes 10m (typical) 3s

& = Button Cell, © = AA 802.15.2.1 2 Mbps (EDR)

Batteries and & = Li-Ion UWB 802.15.3,3a > 20 Mbps Y Y Y - 10 m -
ZigBee 802.15.4,5 <250 Kbps Y Y Y 28Kbytes 70m 30 ms
WBAN 802.15.6 0.01 ~ 1 Mbps Y - - - <2m -

(unconfirmed)

from supplies and inventory to emergency services. An
elaborate discussion of the latest applications of this
technology in the healthcare sector can be found in [37].
In the USA, a few ambulance services installed wireless
based video systems in the vehicles. These systems
capture photo images of the patient and transmit them
to hospitals for review ahead of their arrival. Singapore
ambulances have also employed wireless devices that
communicate with traffic lights, turning red lights to
green and vice versa, to free the traffic paths of other
vehicles on the road.

In hospitals, mobile workstations utilize wireless
technology to allow medical doctors and nurses real
time access to patient’s electronic monitoring record-
ings at their bedside. Such workstations are also used in
operating theatres where the staff stays in contact with
other specialists located in different rooms, or even
sometimes in another part of the world.

Healthcare workers, armed with handheld devices
in hospitals that have rolled out WLANSs, can access
information from patient’s records, lab results, pharma-
ceutical information, insurance information, medical
resources, work schedules, as well as patient arrival
details, furthermore staff has constant access to email
within the hospital area. A new area, in which wireless
technology is being employed, is wireless health moni-
toring technology. This technology uses small wearable
devices which are strapped onto the patient. These
devices transmit physiologic data to a monitor or work-
station using wireless technology.

With the adoption of cellular technologies, WW ANs
have physically removed the range limits and have
extended the wide area networks into metropolitan
area networks with superb mobility and extreme range
of coverage. Both WiMAX and LTE have excellent
coverage range (LTE—rural up to 400 sq miles) and
support moving vehicles traveling at a speed up to
100 kmph, and are suitable for remote diagnosis, ambu-
lances using audio and video capturing of patient con-
sulting doctor in hospital on-line. This enables quicker
and more accurate treatment in shorter time. Ulti-
mately, this will save live and it gives back quality time
to the patient by shortening recovery time.
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The evolution of e-Health and m-Health systems
is driven by both rapid advancement of ultra-low
power electronics and low-power wireless communi-
cation technologies. These technologies provide very
good platforms for the development of wearable elec-
tronics, because standardized mass-produced parts can
be used, which provide both minimization of weight
and size, ubiquitous connectivity, reliability and seam-
less system integration. A wearable health-monitoring
device typically consists of a number of inexpensive,
lightweight, miniature and intelligent sensor platforms,
each monitoring one of more physiological data, such
as electrocardiograms (ECGs), motion sensors or elec-
tromyograms (EMGs) etc. These sensors could be lo-
cated on the body as tiny intelligent units, integrated
into user’s clothing or implanted under the skin or
muscles. In general, these sensors are inter-connected
to portable electronic devices using WPAN or WBAN.
Global connectivity is feasible using WWAN, where
data can be exchanged with external server for long
term recording and analysis.

Despite the potential benefits wireless technology
has to offer in the healthcare area, it is still not without
its problems, namely network performance, battery life
of mobile devices, signal reliability and more worri-
somely IT security. Wireless technologies are already
known to have serious security flaws. Much work is
required for wireless standards to meet privacy laws
such as HIPAA and the Data Protection Act. These
issues must be addressed before wireless technology
fully penetrates healthcare.

Discussion

The process of writing this document unearthed a fun-
damental problem with the planning of modern HDNT.
The specification, outlined in Section “Specification
refinement”, is very short, it is one paragraph and
a small number of bullet points. There are several
reasons for this shortfall. The most important reason
comes from the fact that there is no formal language
with which these specifications are formulated. There-
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fore, a group of experts, which is composed of decision
makes, i.e. administrators, health care professionals
and technologists is needed. This group must formalize
the semantics of the language which is used to write the
specification, i.e. they must define the meaning of
the words they use. Only with such strict definitions
it is possible to limit the misunderstandings between
experts from different fields. The specification itself
should be formulated as clearly as possible in an unam-
biguous way. This can be achieved with formal models.

There is some research going on which applies
formal models to health care systems. For example,
Goertzen and Stausberg point out that an essential
aspect for the utilization of medical data is their quality,
thus computer-based medical documentation systems
should be reliable and under no circumstances corrupt
the data. Therefore, the authors define a grammar for
modeling medical documentation systems to increase
integrity and completeness of collected data, focusing
attention on integrity constraints. An integrity con-
straint defines requirements with which the involved
entities had to comply. Furthermore, it defines possibly
implications in case of failure. Their grammar is de-
clared using a schema in extensible markup language-
format. The model can be used in computer-aided
design and implementation of clinical documentation
systems. It achieves both minimizing effort and en-
suring data quality. This was tested by an evaluation
based on a specification of a registry for HIV-infected
patients [38].

Baksi applies a type of formal software verification
technique, known as lightweight model checking, to
a domain model in healthcare informatics. The Alloy
analyzer verification tool is utilized for model checking.
The author claims that such verification work is very
effective in either uncovering design flaws or in provid-
ing guarantees on certain desirable system properties in
the earlier phases of the development lifecycle of any
critical project [39].

Other research work from Baksi provides formal
specification of interactions in typical public health
surveillance systems. These systems involve healthcare
agencies at local, state and federal levels [40]. The au-
thor highlights that the quality of medical care provided
is an end result of a well designed choreography of di-
verse services provided by different healthcare entities.
One of the major challenges in this field appears to be
explicit formal specification of such interactions. Such
formal specification work is the first step leading to
both design and verification of important properties of
public healthcare systems. Therefore, he modeled two
different configurations of public health surveillance
systems using 7 -calculus [41].

Conclusions

In this age, technology has become so all pervasive that
we often talk about it as if it were a living creature that
will save the day for us in-spite of all our wrong doings.
This is not a correct view to adopt. Technology is a
mere tool and can be used to heal as well as harm. We
need systems thinking to use science and technology in
a sensible and beneficial way.

It is not right to think that computer technology
can ever treat and cure a patient without human in-
tervention. Hence, it cannot serve as an alternative to
the physician. But, the process of diagnosis and treat-
ment can be made affordable and efficient if competent
professional doctors, who make use of well designed
IT, tools serve the vast majority of people in rural
areas who do not otherwise have access to them. To
assist this development, an international standard for
development of medical networking technology should
be evolved. This standard can be tailored / customized
according to geographical and cultural needs. Some
standardization of diagnostic equipment is also neces-
sary so that seamless transfer of information becomes
possible. For example, in USA, Health 2.0! is getting a
very good chance of becoming the world’s leading stan-
dard in the area of wireless medical e-health services. It
aims to provide breakthroughs in medical networking,
hopefully it provides an acceptable international stan-
dards, which can be used by users all around the world
to make medical advancements and joint collaborations
around the world feasible and possible in the near
future.

Experts in IT, computer scientists, doctors and
healthcare professionals as well as medical software de-
velopers should be involved in the analysis, design and
implementation of these distributed health information
systems and networks. The system administrators in the
participating hospitals should be given proper training
on the use of these systems. One can only imagine
the incredible tedious procedure of having to decipher
data which is recorded in a different format to the
preferred format that one is familiar with. To overcome
this problem, an international standard which allows
for the various systems in a medical network to inte-
grate with each other is needed. Many have suggested
that influential multi-national IT companies such as
Microsoft and Google should come forth to provide
the standard, along with other companies. In recent
years, Microsoft has developed HealthVault, a common
health application platform that can be used for stor-

Thttp://www.health2con.com/
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ing and sharing health information between a variety
of providers’ health services and health devices [42].
Google has come up with Google Health [43] which is
a free online personal health information management
application. The benefits of such applications are clear
as systems designed on the same platform can be easily
merged into the medical network, which may even
extend the integration at regional and even global levels
some day.

In addition to practitioners of allopathic medicine,
physicians representing alternative medicine streams
also stand to benefit from medical networking. In de-
veloping countries, like India, China and Sri Lanka,
alternative therapeutic systems have a definite role to
play in alleviating sickness—both chronic and acute. As
per the report from the World Health Organization, the
size of the market for alternative medical systems in
India is valued at twelve billion US dollars. As a result
of adoption of medical networking technologies, med-
ical tourism will get a big boost and people suffering
from chronic diseases, for which allopathic medicine
does not have a cure, will benefit. Thus medical net-
working technologies, if put in place, have the poten-
tial to bring healthcare to millions of people in poor
countries who are now excluded from modern health-
care. This will go a long way in reducing the pain and
suffering of common people at large who still constitute
the vast majority of humanity.
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